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Cryptocurreﬁcies In Lebanon between reality
and legislation
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Cryptocurrencies have gained increasing interest due to their reliance on
Blockchain technology, which has proven to be a promising future. After the year
2009, it moved from just the idea to the actual application on the ground with its
founder, Satoshi Nakamoto. There are thousands of active digital currencies
around the world (about 1,423 coins on one platform) with a market value of $1.3
trillion. Hundreds of currencies, the most important of which are Luna and Tera,
died recently on May 17, 2022 due to their inability to continue in the market, and
Bitcoin acquired the lion's share of them.

The cryptocurrency Bitcoin was launched in 2009 and is the first currency in
terms of widespread access. Thousands of investors in trading operations have
succeeded in earning millions thanks to their early demand for investments in
Bitcoin, as is the case in most other digital currencies where investors attract this
experience and try to reproduce it.

The fluctuations of currency rates according to the rise and fall of the markets,
and what the currency rates witnessed recently, and the lack of steadfastness and
collapse of some have sparked a great controversy about its regulation.
Cryptocurrency mining is also very costly in terms of energy and pollution, and
digital currencies globally generate a huge amount of carbon dioxide. Bitcoin, for
example, which is the most popular cryptocurrency, produces as much carbon
dioxide as New Zealand.

Despite the volatility of the market, Bitcoin continues to be in trading, mainly
due to the increasing number of investments in the areas of blockchain gaming and
the efforts made by the virtual world technology Metaverse.

But encrypted digital currencies are both a target and a criminal tool for
criminals, as they devise daily modern means and methods to implement their
schemes that deal with virtual digital currencies. While the absence of regulatory
and punitive legislation contributes to their evasion of criminal prosecution and
punishment. In this case, the aggrieved person stands without legal protection and



the absence of any means to return his looted money or his lost rights. Some
experts believe that bitcoin and virtual currencies have unleashed electronic black
markets, as organized crime, economic and financial have become more complex
in the past years.

Cybercrime is committed by individuals or organizations, and some of these
cybercriminals are organized and use advanced technologies and the black internet
and are highly technical, and some are just novice hackers.

Modern types of cybercrime include, or at least one of the following, criminal
activity that targets computers using viruses and other types of malware, and
criminal activity that uses computers to commit other crimes. Research has shown
that about a third of the world's population can understand the data and statistics
that constitute the only output of the open data movement

. But blockchain technology goes much further than that as it requires citizens
to accept a new approach to data management and to have some understanding of
encryption and key management principles or face losing their money or
government services, and this needs knowledge and knowledge that can only be
done according to a plan in the medium and long term. Hence the call for
international solidarity and direct solutions to the serious impact of crimes
committed in one country on the interests of individuals and bodies in other
countries

It is necessary to set up a legislative workshop, focus on education, the youth
category, support emerging institutions, and take into account the reform of the
protective digital laws, because civil and penal service workers, judges and
judicial officers in prosecution offices should be more than just conversant with
technology. Accordingly, we suggest the following recommendations, which are

valid for all countries:

1- Creating an innovation environment for legal uses of modern technologies
and spreading awareness of its importance and how to protect it and introduce it
into the curriculum and from the primary grades, and the need to realize the
importance of education for all and how to manage the data highways on which
our society is built now and in the future.

2- Adopting the digital identity, enhancing reliability and the protection
network to allow individuals and small and medium-sized companies to access the
services they need, and strengthening artificial intelligence techniques that are
used in auditing and control.

3- Issuance of a framework law regulating platforms and conditions for
issuing encrypted electronic and virtual money and mining operations, and setting
good faith principles for trading in cryptocurrencies

4- Establishing and supporting the "National Agency for Security and
Information Systems" in accordance with the National Cyber Security Strategy.
Protection includes government departments, e-commerce, companies and
individuals from cyber-attack, all forms of piracy, content tampering, terrorism,



regulation and supervision to manage the risks of these modern technologies more
effectively with the aim of providing a safe work environment that facilitates
cooperation and data sharing in close cooperation with authorized, legal and
controlled service providers and checking.

5- Establishing a flexible criminal law for cybercrime as a framework law and
the adoption of decrees and mobile systems, in which international jurisprudence
can be relied on, and the courts may rely on the case decided in cyberspace, which
can keep pace with new developments.

6- Establishing a Public Prosecution and a specialized criminal court on the
Internet that follows the judicial system and that every person or entity around the
world can sue over the Internet while respecting the established rules of private
international law, and it has the rules of its trials, provided that the police body
that undertakes prosecution and coordination internationally through Interpol is
strengthened.

7- Establishing a chamber in a virtual commercial court to deal with smart
contract disputes. The codification of social norms in smart contracts cannot be
left to be handled only by startups or by young money aspirants because the way it
is implemented has an impact on a large number of people and therefore needs to
be managed across society. A coded contract written in one country under a
certain set of laws has an effect on the citizens of another country.

8- Establishing open judicial rooms specialized in the Internet, linked to the
Arab Ministries of Justice, Education and Higher Education, and linking them to
the pages of all Arab universities, exchanging opinions and experiences, receiving
complaints and developing solutions to enhance the legal culture of students to be
informed of all new systems, emerging crimes and their penalties, the danger of
adopting the black network, enhancing financial awareness and the importance of
personal data And respect for privacy in the Internet space.
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